NudopmannonHass naMaTKA JJI 00y4AKIUXCH JJIA Pa3MelleHu st
Ha opuuuanbHbIXx UHTEpHET-pecypcax
C KaXXIbIM IoaoM MOJIOACKHU B MHTCPHETEC CTAHOBUTHCA 6OJ'IBI_HC, a MIKOJIbHUKHW OAHU M3 CaAMBIX
aKTUBHBIX moJib30oBarene PyHnera. Mexay TeM, MOMHUMO OrPOMHOTO  KOJMYECTBA

BOSMO)KHOCTCI\;I, HHTCPHET HECCT U HpO6HCMLI. OTa maMsATKa JOJIDKHa IIOMOYb TeOe Oe3omacHO
HaxXOJUTHCA B CCTH.

KoMIbI1oTepHBIE BUPYCHI

KoMmnbrorepHslii BUpPYC - 3TO PAa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrpamM, OTIWYUTEIBHOU
O0COOCHHOCTBIO KOTOpOM SIBISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomonHeHune K 3ToMmy,
BUPYCHl MOTYT TIOBPEIUTh WM TOJTHOCTHIO YHHUYTOXUTh Bce (aillnbl W JaHHBIE,
MOJIKOHTPOJIbHBIE MOJI30BATENI0, OT IMEHH KOTOPOTo Oblla 3amyleHa 3apakEHHas MPorpaMma,
a TakXe MOBPEIUTh WIM JaXe YHHYTOXXUTH ONEPAMOHHYIO CHUCTEMY €O BceMH (QailiamMu B
1esioM. B GonbIIMHCTBE CllyyaeB pacpoOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTo b1 3aIIMTEL OT BPEIOHOCHBIX IIPOTPaAMM:

1. Mcnionb3yii COBpEMEHHbBIE ONEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD 3aIUThI
OT BPEIOHOCHBIX MTPOTPAMM;

2. IlocrosHHo ycraHaBnuBal matuud (IUGPOBBIC 3aIUIaTKH, KOTOPHIE ABTOMATHUYECKH
YCTAHABIIMBAIOTCS C 1IEJbI0 JOPA0OTKHM MPOTpaMMbl) H JPYrde OOHOBJICHHS CBOCH
orepanuoHHoi cuctembl. CkaunBail UX TOJBKO ¢ ouIMansHOTO caifta pazpabotunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE MO/ IMpaBaMU IIO0Jb30BATECIISA, @ HC aAMHUHUCTPATOPA. 9T0 HE
IIO3BOJIMT 6OJ'IBH_II/IHCTBy BPCAOHOCHBIX MPOTpaMM HHCTAJUIMPOBATBCSA Ha TBOCM IICPCOHAIBHOM
KOMIIBIOTEPEC,

4. Vcnonp3yil aHTMBMPYCHBIE NpPOTPaMMHBbIE IPOAYKTHl H3BECTHBIX IPOU3BOAMTENEH, C
aBTOMATHYECKUM OOHOBJIEHUEM 0a3;

5. Orpaanyp GU3NUECKUI TOCTYN K KOMITBIOTEPY ISl TOCTOPOHHUX JIHII;

6. Vcnonp3yii BHEIIHHME HOCUTENH WHPOpPMANWHU, Takue Kak Quiemka, AUCK wid (ailn u3
UHTEPHETA, TOJIBKO U3 NPO(EPEHHBIX HCTOUHUKOB;

7. He oTkpeIBail KOMIBbIOTEpHbIE (hailiibl, MOJyYEHHbIE U3 HEHAJEKHBIX UCTOYHHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIIA TBOW 3HaKOMBI. Jlyullie yTouHHM y HETro, OTHPaBIIsI JIU OH TeOE UX.

Cetu WI-FI

Wi-Fi - aT0 He BHJ mepenauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIIb OpeHa, Mapka. Eme B
1991 rony HunepnaHiackas KommaHus 3apeructpupoBana OpeHn «WECAy», uro o6o3Hauano
cioBocouetanne «Wireless Fidelity», KoTOpbIii mepeBOANTCS Kak «OECHpOBOTHAST TOYHOCTHY.
Jlo Hamiero BpeMeHH Jomnuia apyras abOpeBuarypa, KOTopas SBISICTCS TAaKOW e TEXHOJIOTHEH.
Oto abopeBuarypa «Wi-Fi». Takoe Ha3Banue OBUIO JaHO C HAMEKOM Ha CTAaHIAPT BBICIIUUN
3ByKoBOM TexHuku Hi-Fi, 9To B mepeBoje 03HauYaeT «BBICOKAs TOYHOCTHY». Jla, OecruraTHBIN



UHTEPHET-I0CTYN B Kade, OTEeNAX U adpoIopTax SIBISETCS OTIUYHON BO3MOXKHOCTBIO BBIXO/A B
uHTepHeT. Ho MHOrme skcmepthl cumTaror, 4to obmieaoctynubie Wi-Fi cetn He sBisroTcs
0e30macHbBIMH.

Cosetsl 0 6€300aCHOCTH PaboTe B 001menocTynabix cersax Wi-fi:

1. He nmepenaBaii cBoro nuuHyro uH(popmanuio yepe3 oduenoctynubie Wi-Fi cetu. Paboras B
HHX, KeJIaTeJbHO He BBOJIUTH MApOJIH AOCTYTIA, IOTHHBI M KAKHE-TO HOMEPa;

2. HWcnonp3yii u OOHOBISM aHTHUBUPYCHBIE NporpamMmel u OpaHamayep. Tem cambIM Tbl
oOe3omacuIb ce0st OT 3aKaYKH BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun ¢pynkmmioo «OOmmii joctyn K (ainaMm U nmpuHTepam».
JanHas QyHKIHS 3aKphITa M0 YMOTYAHHIO, OJHAKO HEKOTOPHIEC IOJIb30BATENI aKTUBUPYIOT €€
JUTSL yI0OCTBA HCITOJIB30BaHMS B pabOTe WK yuebe;

4. He ucnonw3yit myonuuneiii WI-FI nns nepenaun auuHbIX AaHHBIX, HAIPUMEpP 7S BBIXOJA B
COLIMAJIbHBIC CETH WJIU B JIEKTPOHHYIO I1OYTY;

5. Unone3yi Tonpko 3amuiiennoe coequnenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
ajzipeca BBOAM UMEHHO «https://»;

6. B moOuibHOM Tenedone otimoun Gpynkuuio «lloakmouenne k Wi-Fi aBromatnueckn». He
JIOITyCKail aBTOMaTHYECKOro IMOJAKIIOYEeHUs1 ycTpoiicTBa k ceTsim Wi-Fi Ge3 TBoero cornacwusi.
Conmanpabie cetrn ConmanbHbIE CETH aKTHBHO BXOJST B HAIIY JKW3Hb, MHOTHE JIIOAU pabOTaroOT
¥ J)KUBYT TaM TIOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MUIIITHAP YEIIOBEK, YTO SBISCTCS
OTHOM ceOpbMOH BceX JKWTeJIeH InIaHeThl. MHOTHE TOJb30BaTeld HE IMOHHUMAIOT, YTO
nH(popManys, pasMenIeHHass UMH B COI[HAJBHBIX CETSIX, MOXKET ObITh HalJeHA W MCIIOIb30BaHA
KEM yYTOJTHO, B TOM YHCIIE HE 0053aTeNIbHO ¢ OJIaruMHU HaMEPEHHUSIMHU.

OCHOBHBIE COBETEI IO OE30IACHOCTH B COMAJIbHBIX CCTAX!

1. Orpanuub cIUCOK apy3eid. Y TeOst B Apy3bsiX HE NOJKHO OBITh CIIy4alHBIX M HE3HAKOMBIX
JIIOJIEH

2. 3ammuiail cBOIO YacTHYIO Ku3Hb. He ykaspiBail mapoisin, TenedoHsbl, ajapeca, JaTy TBOErO
POXIEHUS U APYTYIO JIMYHYIO HH(OpPMAaLMIO. 3TOYMBIIIJIEHHUKM MOTYT HMCHOJIb30BaTh Jaxe
nH(pOpPMAIHIO O TOM, KaK Thl U TBOM POANUTEIH IUTAHUPYETE TPOBECTH KAHUKYJIBI;

3. 3amumiai CBOIO pernyTaiuio - JepKH €€ B YUCTOTE U 3ajaBail cebe BOMPOC: XOTeN OBl ThI,
yTOOBI JIpyTH€ TOJIb30BATEIM BHEIW, UTO Thl 3arpyxaemib? [lomymaii, mpexae yeM 4YTo-TO
OITyOJIMKOBATh, HAITUCATD U 3aTPY3HTh;

4. Ecnu TBI TOBOpUIIb C JIFOJBMHU, KOTOPBIX HE 3HAElllb, HE UCIOJB3YH CBOE peajbHOE HMS U
JIpYTYI0 JUYHYI0 HHPOPMALIUU: UMSI, MECTO JKUTEIbCTBA, MECTO y4€Obl U IIPOUEE;

5. MN30eraii pasmemienusi Qotorpaduii B MHTEpHETE, TIe ThI M300pakKeH HAa MECTHOCTH, IO
KOTOPOH MO>KHO OIIPEEITUTH TBOE MECTOIIOJIOKCHHUE;

6. [lpu peructpanuu B COIMAIBLHON CETH HEOOXOIMMO WCIOJIh30BaTh CIIOKHBIC MapPOJIH,
cocTosIHe U3 OyKB U IUQP U C KOJUISCTBOM 3HAKOB HE MEHEE §;



7. JIns counanbHOM CETH, MOYTHI M APYTHUX CAHTOB HEOOXOAMMO MCIOJIb30BaTh Pa3HbBIE IMAPOJIH.
Toraa ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKHU MOTy4aT JOCTYH TOJBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHLIE JEHBIHU

DJEeKTPOHHBIE JCHBIM — 3TO OYEeHb YAOOHBIA CHoco0 TUIaTe)Xed, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTST MOJyYUTh 3TU JEHbIU. DJIEKTPOHHBIE JEHBIH IMOSBUINCH COBCEM
HEJIaBHO ¥ UMEHHO H3-3a 3TOr0 BO MHOTHX I'OCYJapcTBax JI0 CHX IOp HE MPOINUCAHO NPO HUX B
3akoHax. B Poccum ke oHM (DyHKIMOHUPYIOT M O HHUX YK€ INPOIHUCAHO B 3aKOHE, Ie HUX
pas3fensaloT Ha HECKOJIBKO BUAOB - AHOHUMHBIE M HE aHOHMMHBIE. PasHuma B TOM, 4TO
QHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTrcs MPOBOIUTH ONepanuu 0e3 WACHTH(PHUKAINU
[OJIb30BATENsl, @ B HEAHOHUMHBIX WACHTU(UKAIMHM MOJH30BATENs SBISETCS 00s3aTEIbHOM.
Taxxe cienyer pa3auyarh 3JI€KTPOHHbIE PUATHBIE AEHBIU (PABHBI FOCYAAPCTBEHHBIM BaJIIOTaM)
¥ 3JICKTPOHHBIC HE(HUATHBIC ACHBIH (HE PaBHBI TOCYAaPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI IO 0E€30IIaCHOM padoTe C IIEKTPOHHBIMUA ACHBIAMU:

1. TlpuBsku K cueTy MOOWIBHBIN TenedoH. DTO caMblii yJOOHBI W OBICTPBIA cHocod
BOCCTAHOBUTH JOCTYN K cyery. llpuBsi3aHHBIA TenegoH MOMOXKET, eciau 3a0yAelib CBOM
IJIATEKHBIN MTApOJIb WU 3aliIelIb HA CAalT C HE3HAKOMOI'O YCTPOUCTBA;

2. Ucnonw3yii onHopa3oBble nmaponu. [locie nepexoaa Ha yCUICHHYIO aBTOPU3ALUIO Tebe yxe
He OyJIeT yrpoXkaTh ONMACHOCTh KPaXXM WM NepexBaTa MIAaTeKHOTO MapoJis;

3. BeiOepu cnoxublii maponb. [IpectymHukam OyAeT HE MPOCTO yrajJaTh CIOKHBIN Mapodb.
Hanexxnple mapoiau — 3TO Mapoiu, KOTOPBIE COJEPKaT He MEHee 8 3HAKOB M BKIJIFOYAIOT B ceOs
CTPOYHBIE W TPONUCHBIE OYKBBI, IU(MPHI U HECKOIHKO CHMBOJIOB, TaKHE KaK 3HAK JOJUIapa,
¢dbyHTa, BOCKIUIATENbHBIN 3HaK U T.I. Hanpumep, StROng!;;

4. He BBOAM CBOM JIMUHBIE JJaHHBIE HAa CAliTaX, KOTOPBIM HE JOBEPSELIb.

OJIeKTpOHHAs [1oYTa

DNeKTpOHHAs MOYTa — 3TO TEXHOJOTHS M NPENOCTaBIIsIEMbIE €0 YCIYT'H IO IEPEChUIKE U
HOJYYEHHUIO JJICKTPOHHBIX COOOIIEHHH, KOTOPbIE DPACHpENeNsIOTCs B KOMITBIOTEPHOH CeTH.
OOBIYHO NEKTPOHHBIN MOYTOBBIN SIIUK BBINISAUT CIEAYIOIMIMM O0pa3oM: MMs I0JIb30BaTeNs
@ums_nomena. Taxke Kpome Mepefadyd MpOoCTOro TEKCTa, UMEETCSl BOBMOYKHOCTD IEpe1aBaTh
(aitnsl.

OCHOBHBIE COBETEI 10 O€30IaCHOMN pa60Te C DIEKTPOHHOM ITOYTOM:

1. Hamo BbIOpaTh NpaBWIBHBIA IMOYTOBBIM CEepBHC. B WHTEpHETE €CTh OTPOMHBIA BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIy4Ille TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBBINA B
pPEUTHHTE;

2. He yka3pBaii B JMYHOW TmodYTe JWYHYH0 HHpopmarmio. Hampumep, mydimie BbIOpaTh
«My3bIKaNbHBIN (paHaT@» win «pok2013» BmMecto «remal3dy;



3. Hcnonb3yi ABYX3TalHYI0 aBTOPHU3AIMIO. DTO KOrja MOMHUMO Mapojsi HY’KHO BBOJWUTH KO,
npuchUIaeMbii 1o SMS;

4. BoiOepu CcIOKHBINA TTaposib. J[J KakKI0TO TTOYTOBOTO SIIHKA JOHKEH ObITh CBOM HAaJIEKHBIMH,
YCTOMYUBBIN K B3JIOMY MapoOJb;

5. Ecim ecTh BO3MOXKHOCTh HAmMCaTh CaMOMY CBOW JIMYHBIM BOIIPOC, HCHOJB3YH ITY
BO3MO>KHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [lepBhIi [UIsl YaCTHOW MEPENUCKH C aapecaTtaMu,
KOTOPBIM Thl TOBEPSECIIb. DTO AEKTPOHHBIN apec HE HAJ0 MCIIOJIb30BaTh IPU PErucTpalii Ha
dbopyMax u cailTax;

7. He oTkpbiBaii (haiiel U OpyTrHe BIIOKCHHS B MHChMAax JakKe ©CIM OHU MPHIUIH OT TBOHMX
npy3eit. Jlydiie yTouHd y HUX, OTTIPABIISUIN JTU OHU TeOe 3T (aiiiibl;

8. Ilocne okoH4yaHMsI pabOTHI HA MMOYTOBOM CEPBHCE MEPE]] 3aKPbITHEM BKJIAJKU C CAUTOM HE
3a0yab Haxath Ha «BeiiiTuy. KubepOyumMHr uiam BUpTyaiabHOE u3AeBaTeabcTBO KubepOynmuHr
— IpeclIeIOBaHUE COOOLICHUSMH, COJAEPKAIIMMU OCKOpPOJICHUs, arpeccuro, 3alyrMBaHUE;
XYJMTaHCTBO; COLIMATIbHOE OOMKOTUPOBaHHE C IIOMOLIBIO Pa3IMUHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOSPOYILTHHTOM:

1. He Opocaiicst B 60ii. JIyummii crioco6: MOCOBETOBATHCS Kak ce0si BECTH M, €CJIM HET TOro, K
KOMY MOXHO OOpaTuThCs, TO BHayaJle YCHOKOUTHCA. Ecimm Tl HavyHemb OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elie OOJIbIe pa30kKelb KOH(IIHIKT;

2. Yrpasunsaii cBoel KubeppemnyTaruei;

3. AHOHMMHOCTb B ceTd MHHUMas. CyIIeCTBYIOT CIOCOOBI BBIACHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crout BecTH XyJUTaHCKUIl o0pa3 BUpPTyalbHOU Xu3HU. MHTEepHET (pukcupyeT Bce TBOM
JIeHCTBUS M COXPAHSET UX. Y AaUTh UX OyJeT KpaifHe 3aTpyIHUTEIbHO;

5. CoGmrozait cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. UrHopupy#d enuHM4YHBI HeraTuB. OIHOPA30BbIE OCKOPOUTETBHBIE COOOIIEHUS JIydIle
urHopupoBaTb. OOBIYHO arpeccus MpeKpanaeTcsi Ha Ha4aJIbHOUW CTaJANH;

7. bank arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMH COOOIIIEHUSIMH, B COIIMAIBHBIX CETSIX
€CTh BO3MOXKHOCTb OJIOKHPOBKH OTIIPABKU COOOILIEHUH C OMPE/IeICHHBIX aJJpeCOB;

8. Ecnu ThI cBHaeTens KuOepOysumHra. TBOM NEHCTBHSA: BBICTYIIUTH NPOTHUB TIPECIIEAOBATENS,
IOKa3aTh €My, YTO €ro JCHCTBUS OIICHMBAIOTCS HETAaTHBHO, MOAJEP)KATh XKEPTBY, KOTOPOM
Hy’KHa TICHXOJOTUYECKasi MOMOIIb, COOOLIUTH B3POCIBIM O (haKkTe arpecCHBHOTO TOBEICHHS B
ceTd. MoOunbHBIN TenedoH

CoBpemenHble cMapT(hOHBI U IUIAHILETHI COIEpKaT B ceOe BIOJIHE B3pOCIHbIA (YyHKIUOHAN, U
Tenepb OHM MOTYT KOHKYPHUpPOBaTh CO CTAallMOHApHBIMH KoMIibioTepamu. OJIHAKO, CpeiCTB
3alIUThl 7S MOJOOHBIX YCTPOWCTB MOKAa OYEHb Mano. TecTHpoBaHHE U MOWCK yS3BUMOCTEH B



HUX TPOUCXOIUT HE Tak HMHTeHCUBHO, kKak ans IIK, To e camoe kacaercss M MOOMIBHBIX
MIPUITIOKEHUH.

CoBpeMeHHBIE MOOHITBHBIE Opay3ephl YKe MPaKTHYECKU JOTHAIH HACTOJIBHBIC aHAIIOTH, OJTHAKO
pacmuperune GyHKIIMOHAa BIEYET 32 COO0M OOJNBIIYIO CII0KHOCTh M MEHBIITYIO 3alIAIIEHHOCTb.
Jlaneko He BCE TPOM3BOIUTEIN BBIMYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHUYCCKHUEC
YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI U 0€30IMacHOCT MOOMIIBHOTO TesiedoHa:

1. Huyero He siBIsieTCA TO-HACTOSIIEMY OecCrulaTHBIM. Byab OCTOpOXKEH, Beab Korja Tede
npeiaraT OecIiaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO TUIATHBIE YCIYTH;

2. Iymaii, mpexe ueM otrpaButh SMS, ¢poTo wiu Buaeo. Tl TOUHO 3HACIIb, I'Ie OHU OYyAyT B
KOHEYHOM HTOre?

3. Heo0xoaumMo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETrO cMapT(hoHa;
4. Vicnionb3yit aHTUBUPYCHBIE IPOTPAMMBI JJI1 MOOMIIBHBIX TeJIe(hOHOB;

5. He 3arpy>1<a171 MNPUIOXKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BEAb OHU MOIYT COACPIKATH
BPCAOHOCHOC NPOIpaMMHOC O6GCHC‘ICHI/I6;

6. [Tocne Toro Kak ThI BBIMICIIb C CaliTa, T/I€ BBOJAWI JTUYHYIO HHPOPMAIIHIO, 3ali/I1 B HACTPOUKHU
Opay3epa u ynanu cookies;

7. I[lepuoanuecku MpoBepsii Kakue MIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. HaBaili cBOil HOMEp MOOWJIBLHOrO Tesie(pOHA TOJIBKO JIIOJSM, KOTOPBIX Thl 3HACIlb U KOMY
JIOBEPSICIIb;

9. Bluetooth momkeH OBITH BBIKIIOYCH, KOTJIa ThI UM HE ToJib3yemibcs. He 3a0biBaii mHOTIA
npoBepsATh 3T0. Online urpsl CoBpeMeHHBIE OHJIAWH-UTPHI - 3TO KPACOUYHBIC, 3aXBATHIBAIOIINE
pa3BieueHMs], OOBEAMHSAIONIME COTHU ThICAY YEIOBEK IO BceMy MHpYy. Mrpoku uccienyrot
JAHHBIM UM MHp, OOIIAIOTCS APYT C APYTOM, BBIIOJHSIOT 33JaHMs, CPAXKAIOTCA C MOHCTPAMU U
HOJIY4aroT OMbIT. 32 yIOBOJIBCTBUE OHU IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WU
npruoOpeTaroT Kakue-To onuuu. Bee 3Tu cpeicTBa MAyT Ha MOJJEp)KaHHE U pa3BUTHE WUIPHI, a
TaKXKe Ha camy 0€30MacHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBI aBTOPU3ALINH, BHIITYCKAIOTCSl HOBBIE
natyd (urdpoBbIe 3aIIaTKH IS IPOTrpaMM), 3aKPBIBAIOTCS YSA3BUMOCTH CepBEpOB. B mog00HbBIX
UIrpax CTOUT ONAcaTbCid HE CTOJBKO CBOMX CONEPHUKOB, CKOJIBKO KpakM TBOErO Mapojisi, Ha
KOTOPOM OCHOBAaHA CUCTEMa aBTOPHU3ALUHU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IIACHOCTH TBOCTO HUT'POBOI'0 aKKayHTa.

1. Ecnu npyroit urpok BeneT ceds IIoXo WM Co3/1aeT Tebe HEeMpUATHOCTH, 3a0J0KHpYH ero B
CIIMCKE UTPOKOB;

2. HO)I(B.J'I}H’ICH AIMUHUCTpATOPaM HUIPblI Ha IIJIOXOC ITOBCACHUC STOTO HI'POKA, KCEJIATCIBHO
IMPUITIOKUTH KaAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He ykas3siBaii 1uuHy10 HHGOpMAIUIO B Ipodaiiie Urpsel;



4. YBaxkail Apyrux y4aCTHUKOB IO UTPE;
5. He ycranaBiuBait HeoUIIHATBHBIC TATYU ¥ MOJIBI;
6. Ucrionb3y#t Cl0XKHBIE U pa3HbIE MapoJI;

7. Jlake BO BpEMs UTPbl HE CTOUT OTKJIXOYaThb aHTUBUpPYC. IloKa Tl Urpaeilb, TBOH KOMIIBIOTED
MOTYT 3apa3uTh.

OUIIMHT WM Kpa)ka JTWYHBIX JaHHbIX OOBIYHOW Kpa)keil JeHer M JOKYMEHTOB CErOJHS yiKe
HUKOT'O HE YJIMBHILIb, HO C PA3BUTHEM MHTEPHET-TEXHOJIOTUH 37TI0YMBIIUICHHUKU [IE€PEMECTUITUCH
B UHTEPHET, W MPOJOJDKAIOT 3aHUMAThCS «ITIOOMMBIMY» JejoM. Tak mosBHIIaCh HOBasl yrposa:
WHTEPHET-MOIICHHIYECTBA WM (UINUHT, TJIaBHAs IeJIb KOTOPOTO COCTOUT B TMOJNyYECHUU
KOH(DHICHIIMAIbHBIX JTaHHBIX TOJIb30BaTeNIe — JIOTMHOB M maposeil. Ha anrmuiickoMm si3bike
phishing unTaercs kak ¢pummnr (ot fishing — preiOHast 10B1s, password — Hapois).

OCHOBHBIE COBETHI IO 00pLOE ¢ HUIIIHHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI mosio3peBaeliib, 4YTO TBOSI aHKETa Oblja B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aAMHMHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. Ucnone3yii OGe3omacHble BeO-CAaiThl, B TOM YHCJE, WHTEPHET-Mara3MHOB W TOMCKOBBIX
CHCTEM,;

3. Ucnonw3yil cnoxHble W pa3Hble Hapoiad. TakuM o0pa3oM, eciau TeOs B3JIOMAIOT, TO
37I0YMBIIIICHHUKH MOJyYaT JOCTYII TOJIBKO K OTHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecau TeOsi B3JIOMaliM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTODBIC
n00aBIeHBI Y TEOS B IPY3bsX, O TOM, YTO TeOs B3JIOMAH U, BO3MOXKHO, OT TBOETO HMEHH OyaeT
pacchIIaThCs CIIaM U CChUIKU Ha (PUINUHTOBBIE CANUTHI;

5. Ycranosu HazexHsbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHE Maposis B Opaysepe;

7. He otkpeiBaii (haiiiel U JpyrHe BIOKEHUS B MHUCHMAax JaKe €CIM OHU MPHILUTH OT TBOHX
npy3ei. Jlydine yTouHn y HUX, OTHPABIISUIA JIU OHU Te0e 3T (haiibl.

Iudposas penyraumsa

Hudposas permyTauusi - 3TO HEraTHBHAsS WM TO3UTHUBHAs WHQpOpManus B ceTd o Tebe.
Komnpomerupytomas uHpopMmanus pa3MelieHHas B WHTEPHETE MOXKET CEPbE3HBIM 00pa3zoMm
OTpa3UThCs Ha TBOEH peanbHOU >km3HU. «L{nppoBas pemyranus» - 3TO TBOW UMUK, KOTOPBINA
dbopmupyercss u3 mHbopMauu o Tebe B MHTEpHETE. TBOE MECTO >KHTEIbCTBa, y4eObl, TBOE
(bUHAaHCOBOE TIOJIOKEHHWE, OCOOCHHOCTH XapakTepa M paccka3bl O ONHM3KHX - BCE 3TO
HaKaIuIMBaeTcs B ceTd. MHOIrMe NOJPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJIMKALUU JTMYHON
uHpopmauuu B VHTepHeTe, HE MOHMMAas BO3MOXKHBIX HociencTBUM. Thl gake HE CMOXKellb
JorajaTbCst 0 TOM, 4To (oTorpadus, pa3MelleHHas 5 JeT Hazaj, craja MPUYMHON OTKasa
npuHATH TeOst Ha pabdoTty. KomMenTapum, pasmenienue TBoux (otorpaduii u apyrue aeicTBus
MOTYT HE MCUE3HYTh JIa)Ke MOCJE TOr0, KaK Thl UX YJaIUIIb. Thl HE 3HACIIb, KTO COXPAHMI 3Ty



uH(bOpMalLMIo, MoNajia M OHAa B MOMCKOBBIE CHUCTEMBbI M COXPAHUJIACh JIM OHA, a IJIaBHOE: YTO
MOJAYMAIOT 0 TeOe OKpYIKaroIee JIIOAN, KOTOpble HAaWAYT W yBHAAT 3To. Halitn mHboOpMarmio
MHOTO JIET CITyCTSI CMOXKET 00O - Kak M3 I0OphIX MOOYXKIEHUH, TaK M C HAMEPEHHEM
OPUYUHUTH Bpe. ITO MOKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI IO 3aIIMTE HHd)DOBOﬁ PCIIyTAIIMH .

1. Tlomymai, mpekie 4eM 4To-TO MyOJIMKOBATh U TEepeiaBaTh y ceOsl B 0J0Te UK B COIMAIBHON
ceTH;

2. B mnacrpoiikax mpodwuis yCTaHOBHM OTpaHMYEHHS HAa MPOCMOTP TBOETO MPO(UIs M ero
COAEP)KMUMOTO, ClIeNIail €r0 TOJIBKO <«JIJISI IPY3€ily;

3. He pa3memiaii u He yka3bBail MHPOPMAITUIO, KOTOPAs MOXKET KOTO-TH00 OCKOPOJISTH WU
00MXKaTh.

ABropckoe mpaBo COBpeMEHHBIE IIKOJBHUKH- AaKTHBHBIE TIOJB30BATENH  LU(POBOTO
npoctpancTBa. OJHAKO NaleKO HE BCE 3HAIOT, YTO IOJIb30BAHHE MHOTHMH BO3MOKHOCTSIMHU
udpoBoro Mupa TpeOyeT COOMI0CHUS TTPaB Ha HHTEIUICKTYabHYO0 COOCTBEHHOCTD.

TGDMI/IH CHUHTCIJIJICKTYAJIbHAs COOCTBEHHOCTEL) OTHOCHUTCS K Pa3iInYHBIM TBOPCHUAM
YEJIOBEYCCKOT0 yMa, HAUMHAS C HOBBIX M300PETCHHIA U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TPOAYKTHl M YCIyTM , W 3aKaH4YMBas KHHUTaMH, QortorpadusMu, KUHODWIBMaMU W
MY3BIKaJIbHBIMH TPOU3BEACHUSIMHU.

ABTOpCKHE IpaBa - 3TO [paBa HAa UHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,

JUTEepaTypbl U HCKycCTBAa. ABTOPCKHE IpaBa BBICTYMAlOT B KayeCTBE TapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKHUIM TPy aBTOpa He OyIeT HaIlpacHbIM, JJacT €My CIpaBeIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTaXx CBOEro TPy/Aa, MOJYYUTh U3BECTHOCTh U MPU3HAHUE.
Hukro 6e3 pa3pernienust aBTopa He MOKET BOCIIPOU3BOANUTD €r0 MPOU3BEACHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIMYHO
UCTIOJIHATH, MOKa3bIBaTh/UCIIONHATE B 3¢upe win pasmeuiarb B WurtepHete. Mcmons3oBaHue
(IMUPATCKOT'O» MPOTrpaMMHOTO oOecrieyeHusT MOYKET MNPUBCCTH K MHOI'MM pHCKaM: OT IIOTCPU
JaHHBIX K TBOMM aKKayHTaM 10 6J'IOKI/Ip0BKI/I TBOECTO yCTpOﬁCTBa, rac yCTaHOBHeHHBIﬁ HE
jerajgbHas nmporpamma. He ctouT Taxke 3a0bIBaTh, UTO CYILIECTBYET JierajibHble U OecIiaTHbIC
mporpamMMbl, KOTOpble MOXHO Haith B cetn. O mopranme CereBHYOK.pd - TBOW TJIaBHBIN
COBETUHK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O OE30MACHOCTH B CETHU MOHSATHBIM U JOCTYIHBIM
S3BIKOM, a TPU BO3HUKHOBEHUM KPUTHUYECKOH CHUTyaIlMl OOpaTUThCS 3a COBETOM. A Takxke
MPUHATH y4acTUE B KOHKYPCAX U CTaTh CAMbIM IIU(PPOBBIM IPaXKTaHUHOM !



